(1:58:31 PM1 bradass87: if vou had 

unprecedented access to classified networks 
14 hours a day 7 days a week for 8+ months, 
what would you do? 


• (12:15:11 PM) bradass87: hypothetical 
question: if you had free reign over classified 
networks for long periods of time... say, 8-9 
months... and you saw incredible things, awful 
things... things that belonged in the public 
domain, and not on some server stored in a 
dark room in Washington DC... what would you 
do? 



PAGE REFERENCED- 

PAGE Oi PAGES 1 


"formessagesintendedforautomaticWebpublishingtothe originating 
post's or office's Web site, (see 5 FAM 770 for policies regarding 

How to Use SIPDIS); 


(02:51:58PM)Bradass87: http://www.state.gov/documents/organi 



up to SECRET//NOFORN 




Defense Exhibit R 

Testimony of Ms. McNamara 

• "I can apply what I learn to provide 
more information to my officers and 
commanders, and hopefully save lives..." 

• "I'm more concerned about making sure 
that everyone, soldiers, marines, 
contractors, even the local nationals, get 
home to their families." 
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Defense Exhibit R 


• "I feel a great responsibility and duty to 
people ... it's strange, I know." 


• "I place value on people first." 


Defense Exhibit R 

• "I've got foreign affairs on my mind 
constantly now ... One of the bad parts 
of the job, having to think about bad 
stuff." 


» "Sometimes I wish it were all black and 
white like the media and politicians 
present it ... him, he's a the bad guy, oh 
and he, he's the good guy... it's all 
shades of blurry grey." 


Adrian Lamo 


• Believed PFC Manning was: 

• Young 

• Idealistic 

• Weil-intentioned 


Adrian Lamo/PE 30 

Testified that PFC Manning believed: 

• Information would have an impact 
on the entire world 

• Information would disclose casualty 
figures in Iraq 

• Diplomatic cables explained how we 
exploited others 
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Adrian Lamo/PE 30 

Testified that PFC Manning believed: 

• It was important that the 
information got out 

• He could not separate himself from 
others 

• He was connected to everybody 

• We were all distant family 


Adrian Lamo/PE 30 

Testified that PFC Manning told him: 

• That he cared about others 

• That he wanted to make sure that 
everyone was okay 

• That he separated himself from 
other analysts because he did care 
about people 


Adrian Lamo/PE 30 

Testified that PFC Manning told him: 

• He followed humanist values 

• He wore custom ID tags that said 
"Humanist" 

• He was troubled that no one seemed 
to care 


Adrian Lamo/PE 30 

Testified that PFC Manning told him: 

• He was hoping to spark worldwide 
discussion, debates, and reforms 

• He wanted people to see the truth 

• He was hoping people would change 
based upon having the information 
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Significant Events 

Christmas Eve EFP SIGACT: Defense 
Exhibit E - CW2 Ehresman 

Arrest of 15 Iraqis for printing literature 
critical of Iraqi government: PE 123 and 
SGT Sadtler 


• Apache Video: PE 30 

• Farah Video: PE 30 


• Day to Day Activities 



Government Version 


Government Version 


• PFC Manning Deploys in November 
of 2009 


• Within two weeks, PFC Manning is 
working for Wikileaks 


Government's Proof 

• 2009 Wikileaks Most Wanted List 

• Jason Katz's Computer 

• Adrian Lamo Chat 

• USF-I GAL 

• Wiping Computer 

• Showman's allegations 


2009 MW List 

• Tried to make it seem like a evil 
list by giving the sort version only 

• List of events that reporters, 
humanitarians, activists, and NGOs 
want to know 

• Could only remotely tie PFC 
Manning to 4 of the 78 things for 
U.S. and the same 4 for the 
several hundred on the list 
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Jason Katz's Computer 

No tie between PFC Manning and 
Jason Katz 

Jason Katz has Farah video on 
computer 15 December 2009 

Forensics from 1 December 2009 
forward show PFC Manning never 
accessed the CENTCOM Farah 
video 


Jason Katz's Computer 

• To give to Jason Katz and WL, PFC 
Manning must have taken the 
Farah video in November 

• Centaur Logs - Net Flow 

• Intellink Logs - 30 November 
search for "CENTCOM" 


Jason Katz's Computer 

Encrypted Farah video that WL did 
not ask for in 2009 MW List 

Waited five months to send the 
supporting Farah documentation: 
15-6 and PPT slides that were at 
the same location 

Pulled all of that information but 
the encrypted Farah video in April 
of 2010 


Jason Katz' Computer 

SA Shaver - evidence PFC Manning 
pulled a video from the T-Drive in 
a folder labeled Farah (TGTl.wmv) 

Government never disputed that 
an unencrypted Farah video was 
available on the T-Drive 


WL 8 Jan 2010 Tweet 

• Tweet that WL had an encrypted 
video that they needed super 
computer assistance on. 

• How did WL get the encrypted 
video? 

JASON KATZ 


Jason Katz 

Source of video for Wikileaks 
-Mr. Katz was using a program that 
allowed him to transfer files between 
his computer and to another computer 
not his home computer - Mr. Withers 
-Mr. Katz had a password cracking 
software on his computer - Mr. 
Withers 

-Mr. Katz had access to BNL's super 
computer system - Mr. Fung 


Adrian Lamo Chat/PE 30 


Adrian Lamo Chat/PE 30 

• Gov claims PFC admitted to giving 
the encrypted video 

SSSS T"" L ^^^^^^ 


• T-Drive (TGTl.w 
locations 
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Farah Video 

PFC Manning was the most 
organized analyst he had ever 
seen in his 20 years - CW4 Hack 

He had "several directories and 
subdirectories" his files were "very 
neatly organized" - CW4 Hack 

Shaver - video pulled from a 
folder labeled "Farah" and placed 
on PFC Manning's computer at two 
locations labeled "Farah" 


Farah Video 

• Why does the Government reject 
the idea that PFC Manning gave 
the Farah video along with the 
other Farah documents in April 
2010? 

It doesn't fit its fictional story 


USF-I GAL 

• WL Tweet requested .mil addresses 
not Iraq e-mail addresses 

• Forensics for everything - but no 
forensics for sending the Division 
GAL to anyone 

• Common sense explanation for why 
PFC Manning would want to see if he 
could download the Division GAL 


The USF-I GAL 

Why does the Government want to 
argue PFC Manning "stole, 
purloined, or knowingly converted" 
the USF-I GAL? 

It fits its fictional story 
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Wiping Computer 

• If you were covering your tracks, 
wouldn't you wipe your computer in 
February? (Cable; Apache video) 

• March? (ACIC; DABs; OGA) 

• April? (NCD; Farah Video and Files) 

• May? (No longer in T-SCIF) 


Wiping Computer 

7 Pass Wiping - is minimum 
amount to wipe computer - Mr. 
Johnson 

Wiping a computer due to being in 
an environment like Iraq 
-DCGS-A computers needed to be 

wiped on a frequent basis 
-Reinstalling operating system and 

clearing unallocated space is normal 


Wiping Computer 

Why is the Government trying to 
make a big deal out of PFC 
Manning's decision to reinstall his 
operating system on 25 January 
2010 and clear his unallocated 
space on 31 January 2010? 

It fits its fictional story 


Showman's Allegations 

Ms. Showman 

-Never reduced to written counseling 
- Did not mention when first 

interviewed by CID after arrest 
-Incredible story regarding reporting 

to then MSG Adkins (possible spy) 
-Motive to fabricate (punch; EO 

complaint; statements in movie; 

Twitter account) 


10 


Showman's Allegations 

• Mr. Adkins 

-Does not remember/recall Ms. 

Showman telling him anything 
- Never wrote about alleged 

statements in his MFRs 
-Did not mention in any of his 

interviews by CID or for 15-6 
-In GOMAR Rebuttal stated PFC 

Manning never made disloyal 

comments 
-Admin Reduction Board Statement 


Arrogance v. Anonymity 

• Seeking Fame? 

-"He wanted to guarantee his fame." 
-"He wanted attention from the press." 
-"He sought publicity." 
-"Collected trophies." 

• Wanted Anonymity? 
-"Obsessed with covering his tracks." 
-"Wanted them to protect the source." 
-"He tried to erase any evidence of 

what he did." 


Good Soldier/Hacker 

• Is he the "go to analyst" or not? 

• Spending time "systematically 
harvesting" information or is he 
getting his work done on time? 

• Constantly searching for WL or is 
he the most organized analyst in 
the S2 Section? 


Worst Employee of All 
Time 

At MOST, only searched for 4 of 
the 78 items on 2009 MW List (his 
so-called "guiding light"). 

Unlimited access and unlimited 
ability to download and save but 
only sends limited items 
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Government Version 

» Story does not make sense 


• Story is not consistent with the 
facts or even internally consistent 


• MOTIVE - What case did the 
Government participate in? 


Charges 


Charges 

• PFC Manning was young and naive, 
but he wasn't wrong 

• Look at the evidence and compare 
with the statements 

• No one wants to question the OCA 
-TTPs, troop movements, close air 

support, weapons systems, unit 
identifiers, DUSTWUN procedures 


Apache Video 

Specification 2 of Charge II 
-Not closely held or classified 
-Quoted verbatim in Finkel's"The 

Good Soldiers" 
-CENTCOM FOIA Response 
-PE 15 - CD in CHU labeled Reuters 

FOIA Request 
- Edited for Reuters (copy for Reuters) 
-Could NOT cause damage only 

embarrassment - DE O 
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Farah Video 

• Specification 11 of Charge II 
-No connection between Manning and 
Mr. Katz 

-Mr. Katz's video matched CENTCOM 

- Mr. Katz is the source 

-No forensics before April 2010 dealing 
with Farah 

- Fantastical version offered by the 
Government 

-Shaver's common sense version 


Farah Documents 

Specification 10 of Charge II 
-Documented a large-scale civilian 
casualties (CIVCAS) incident that 
received worldwide attention - LCDR 
Hoskins 

- Did not consider open source 
material, unclassified publications 
(ARs and FMs) - LCDR Hoskins 

-Look at the basis provided by the 
Government's witnesses - Mr. 
Travieso 


1030 and Article 92 

Specification 13 of Charge II and 
Specifications 2 and 3 of Charge III 
-Wget was not prevented from running 

and soldiers allowed to add executable 

files to computer 
- Even if it was unauthorized software 

does not equal an access restriction 
-No such thing as an implicit access 

restriction 
-No AUP 


1030 and Article 92 

No Rules: The Unit 
-No restrictions on downloading - COL 
Miller 

-No restrictions on downloading from NCD 
- CPT Lim 

-No training on any so-called download 
restrictions and PFC Manning did not need 
to hack or circumvent anything to gain 
access to NCD - CPT Cherepko 

-No restriction on using an executable files 
from CD or desktop or to download from 
SIPRNET - CW2 Ehresman 


1030 and Article 92 

No Rules: NCD - Mr. Wisecarver 
-No restrictions on manner of 

downloading 
-No restrictions on access other than 

access to SIPRNet 
-DOS relied upon receiving agencies for 

any restrictions 
-Purpose was to share cables 
-Multiple screens can be opened for 

printing and saving 


1030 and Article 92 

SA Shaver 

-Wget did not provide greater access 
- Wget simply automated the click-open- 
save process 
-Wget accessed each cable individually 
-Wget is not a nefarious program - it is 
just a simple command line program 


1030 and Article 92 

• No T-SCIF SOP - CPT Lim 

- Unclear what was as was not permitted 
in T-SCIF ("knowingly") - CPT Keay 

• COL Miller/SPC Showman - Movies and 
Music good 

• CPT Lim - Movies bad, Music good 

• CPT Cherepko - Movies and Music bad 

• CW2 Balonek - Did not know if Movies and 
Music were bad or not 

• SGT Madaras - Movies and Music were 
allowed 

» Mr, Milliman - NO Music, Movies or Games 


1030 and Article 92 

AR 25-2 

-Book Answer/Real World Answer - Mr. 
Weaver 

-Things were different when deployed 
as opposed to in garrison - CW2 
Balonek 

mIRC Chat 

-Not authorized as baseline - Mr. Kitz 
-CDR must request - Mr. Kitz 
-Authorized on DCGS-A - Mr. Milliman 


1030 and Article 92 

• Executable Files and Games 

- CPT Chrepeko - Executable files are same as 
games - not allowed. No authorized T-Drive 
folder for music, movies, games, executables 

- CW2 Ehresman - Executable Files and Games 
allowed 

- SPC Showman - Games allowed and PFC 
Manning placed mIRC Chat on her computer 

- SGT Madaras - PFC Manning worked on 
computers, placed mIRC Chat on his 
computer, silence on the issue of what was 
and was not allowed 

- CPT Fulton - mIRC Chat placed as an 
executable file on her computer 


Article 92 

• Specification 1 of Charge III (not to 
cover tracks) 

• No T-SCIF SOP - CPT Lim 

• Breaking Passwords - Mr. Milliman 

• Asked to Break Passwords - SPC 
Showman 

• AR 25-2 

-Book Answer/Real World Answer - Mr. 
Weaver 


641 Offenses 

Specifications 4, 6, 8, 12, and 16 of 
Charge II and Specification 4 of 
Charge III 

-Government failed to prove BRD PFC 

Manning stole, purloined, or converted 

the charged databases 
-Government failed to prove PFC 

Manning used an information system 

in violation of AR 25-2 


641 Offenses 

• Value of Original Records 

-CIDNE I and A - no evidence of value 
from Mr. Bora 

- DAB - no evidence of value from Mr. 
Motes (27-10 example) 

- NCD - no evidence of value from Mr. 
Wisecarver 

- GAL - no evidence of value (27-10 
example) 


641 Offenses 

• Value of Copy 

- CIDNE I and A - no evidence of value 

- DAB - no evidence of value 
-NCD - no evidence of value 
-GAL - no evidence of value 


641 Offenses 

Value of Information 
-CIDNE I and A - Mr. Lewis' Guess 
-DAB - Mr. Lewis' Guess 
- NCD - Mr. Lewis' Guess 
-GAL - Mr. Lewis' Guess 


641 Offenses 

Mr. Lewis 

- Didn't initially know why he was 
testifying 

-Month before testifying said he could 
not put value on classified information 

-Days before testifying did not consider 
himself to be a valuation expert 

-Never valued information before during 
his entire career 

-Never even tried to verify his guess 

-Not a thieves market: artificial market 


USFI-GAL 

Wrongful 

-Chief Nixon - No rules against 

downloading .mil addresses 
-SA Williamson - the DoD warning banner 

did not prohibit the downloading 
- AKO Accessed at home 

Steal or Convert 
-No evidence that PFC Manning did 

anything with email addresses 
-Where is evidence of spearfishing? 
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USFI-GAL 

Value 

- Failed to offer any evidence as to actual 

value of email addresses that are 

temporary 
-Chief Rouillard said 10 to 15 minutes 

from receiving the form - filling it out - 

and then populating into GAL 
-Purely speculative information offered by 

Mr. Lewis 


DABs 

Specification 9 of Charge II 

-Baseball Cards - Col. Davis 

-GTFR - limited purpose 

-CSRTs and ARBs 

-Habeas Litigation 

-Look at highlights - Col. Davis 

-4 of the 5 charged DABs deal with 
individuals that have been released 

-Look at portion that is not highlighted 
and ask could this be used for 
prohibited purposes? 


CIDNE-I AND CIDNE-A 

• Specifications 5 and 7 of Charge II 

• Historical document 

- Records past events - the 5 Ws 

- Events observable by enemy 

-PFC Manning understood use of SIGACTs 

• Government Continued to Use 
-Analysis is what is important - Mr. Hall 
-Look at basis for so-called harm 

-NO CALL Update 


ACIC Document 

Specification 15 of Charge II 
-Collection of open source information 
-Wasn't a request document - Ms. 
Glenn 

-Assumptions and presumptions, but no 
sources - Ms. Glenn 

-Professor Benkler - poorly written 
piece that was based upon open 
source without any supporting 
documentation for conclusions 
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Documents 

Specification 3 of Charge II 
-Read what was discussed 
- Read the purpose of the discussions 
-Compare against Stipulations of 

Expected Testimony 
-Ask if this really is the type of 

information that could be used for 

prohibited purposes 


Specification 1 of Charge II 

• Caused to be Published 

-Gave documents to Wikileaks, but did 
not control if Wikileaks would publish 
them 

-Arrest of 15 individuals printing anti- 
Iraq government literature - PE 123 

-Wikileaks and other media partners 
(New York Times, Guardian, Der 
Spiegel) decided what to publish and 
how much to publish, if anything 


Specification 1 of Charge II 

• Wanton 

-Selected a legitimate journalistic 

organization 
-Had access to everything on SIPRNet 
-Selected only those items that he 

believed could not cause damage 


Specification 1 of Charge II 

• Wanton 

- Evidence of path of the intelligence 
from PFC Manning to the enemy is 
circumstantial evidence to disprove 
wanton 

• UBL Stipulation of Fact 

• Adam Gadahn (had to tell AQ and AQAP to 
go to Wikileaks) - PE 182 
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Article 104 

Actual Knowledge 

- Government failed to offer any 

evidence as to actual knowledge 
-Government failed to offer any 

evidence as to "general evil intent" 
-Government offered only evidence of 

"inadvertent, accidental, or negligent" 

disclosure to enemy 


Article 104 

Circumstantial Evidence 
-Training of intelligence analyst 
-PowerPoint Presentation during AIT 
-Accessible to the enemy on the 

internet (analyst vs. truck driver) 
-ACIC Document 


Article 104 


ACIC (Page 6) 


ACIC (Page 7) 


ACIC (Page 9) 


ACIC (Page 10) 


ACIC (Page 12) 
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ACIC (Page 14) 



ACIC (Page 15) 



ACIC (Page 16) 


(iiwn ilk' liMjlivisil.il!!> ..ml imblii-it 
in\c-.i!u,ikM u; ^li.ilk'ii'ji'd id conn \}<A 


issociak'd uilli publishing lliis classified report In 


ACIC - Professor Benkler 

» ACIC - poorly written and researched 

> Wikileaks does verify its information 
before publication 

> Wikileaks received numerous awards 
for its journalistic endeavors 

-2008 Index on Censorship Award 
-2009 Amnesty International New Media 
Award 

> MAJ Fein's Characterization of the 
quality of Professor Benkler's work 
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Article 104 

Actual Knowledge 

-ACIC document: Government does not 

even know if enemy went to Wikileaks 
-Intelligence GAP - is something that 

we do not know (all unit witnesses) 
-Assumption - is something we don't 

know (all unit witnesses) 
-No training on particular websites the 

enemy may have gone to 
-"Presumed" equals negligence and not 

actual knowledge 


Article 104 

Actual Knowledge 

-All the of forensics prove that PFC 
Manning never discussed the enemy or 
wanting to get information to the 
enemy 

-All of the forensics prove that PFC 
Manning had a good motive and not a 
"general evil intent" 


Article 104 

Circumstantial Evidence 
- Evidence of path of the intelligence to 
enemy to disprove actual knowledge 

• UBL Stipulation of Fact 

oAdam Gadahn - PE 182 


The Truth 


-Junior analyst still learning how to 
connect all the dots (SFC Anica; CPT 
Fulton; CW2 Balonek; CW4 Hack CPT 
Lim) 

-Limited SIPR access in Garrison (SFC 
Anica and CPT Lim) 


